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Chapter 10 Solutions 

Review Questions 
1. Which wildcard mask would apply an access list line to all packets from network 175.25.0.0? 
a. 255.255.255.0 
b. 255.255.0.0 
c. 255.254.0.0 
d. 0.0.255.255 

2. Standard IP access lists filter traffic based on which of the following? (Choose all that apply.) 
a. Destination IP address 
b. IP protocol 
c. Port number 
d. Source IP address 

3. Wildcard masks use a 0 to signify which bits of an address are significant. 

4. Which command shows only the IP access lists on a router? 
a. show access-lists 
b. show ipx access-lists 
c. show ip access-lists 
d. show interface 

5. Which commands allow you to view the interfaces that have IP access lists applied to them? 
(Choose all that apply.) 

a. show interfaces 
b. show ip interface 
c. show ip traffic 
d. show ip counters 

6. Which host and wildcard mask pair does the any keyword represent? 
a. 255.255.255.255 0.0.0.0 
b. 0.0.255.255 0.0.0.0 
c. 0.0.0.0 0.0.0.0 
d. 0.0.0.0 255.255.255.255 

7. Which command is used to apply an IP access list to an interface? 
a. ip access-group [list #] [in|out] 
b. ip access-group permit 100 
c. ip access-group [list #] [permit|deny] 
d. show ip interface 

8. Access lists are _________. (Choose all that apply.) 
a. used to filter traffic and control network security 
b. applied as either inbound or outbound filters 
c. sequential permit or deny statements 
d. built into the router’s firmware 

9. Standard IP access lists are represented by the _________ number range. 
a. 100–199 
b. 1–99 
c. 1000–1099 
d. 200–299 

10. Which command could be used to remove an access list from your router? 
a. no ip access-group in 
b. no ip access-list 1 in 
c. no access-list 1 
d. no ip access-list one 
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11. Extended IP access lists are represented by the _________ number range. 
a. 100–199 
b. 200–299 
c. 1000–1099 
d. 1–99 

12. The show access-lists command displays _________. 
a. access lists applied to interfaces 
b. all access lists on the router 
c. only IP access lists on the router 
d. only IPX access lists on the router 

13. At which of the following prompts would you create an access list? 
a. routerC# 
b. routerC> 
c. routerC(config-if)# 
d. routerC(config)# 

14. At which of the following prompts would you apply an access list to an interface? 
a. routerC# 
b. routerC> 
c. routerC(config-if)# 
d. routerC(config) 

15. Which of the following host and corresponding wildcard mask pairs represent the same value 
as host 172.29.2.2? 

a. 0.0.0.0 255.255.255.255 
b. 172.29.2.2 0.0.0.0 
c. 255.255.255.255 0.0.0.0 
d. 0.0.0.0 172.29.2.2 

16. A router can have one access list per protocol, per direction on each interface. True or False? 

17. Which of the following is a benefit of using named lists? 
a. The syntax is identical to using numbered lists. 
b. There aren’t as many lists allowed so it is easier to remember them. 
c. You are not constrained by the 100 lists per filter type limit. 
d. There are no benefits to using named lists. 

18. What happens if a list is applied to an interface and then the list itself is removed? 
a. The commands will be executed and all traffic will be denied. 
b. The commands will be executed and all traffic will be permitted. 
c. The commands will not be executed and all traffic will be permitted. 
d. None of the above 

19. What is true of the host keyword? (Choose all that apply.) 
a. It can only be used with extended IP lists. 
b. It can be used with standard and extended IP lists. 
c. It replaces the 0.0.0.255 wildcard mask. 
d. It replaces the 0.0.0.0 wildcard mask. 
e. It is placed before the IP address with which it is associated. 
f. It is placed after the IP address with which it is associated. 

20. What is the purpose of the “established” parameter? 
a. To establish a connection between the sender and receiver 
b. To prevent any traffic into a network 
c. To prevent any traffic into a network that didn’t originate from that network 
d. To permit all TCP traffic but not IP traffic into the established network 

21. All access lists presented in this chapter, except standard IP lists, should be placed where? 
a. As close to the source as possible 
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b. As close to the destination as possible 
c. As close to the serial interface as possible 
d. As close to the tftp server as possible 

22. Which command links an access list to the VTY lines? 
a. ip access-group 
b. ip access-class 
c. vty access-class 
d. access-class 

Case Projects 
 
Case Project 1 
Lisa is using a standard IP list, which will not work in this case. Her list will deny all traffic from 
170.55.0.0 to any computer on the network. The client wants to deny only http traffic and only to 
164.106.105.3. The list should look like the following: 
 
Access-list 100 deny tcp 170.55.0.0  0.0.255.255 host 164.106.105.3 eq www (or 80) 
Access-list 100 permit ip any any 
 
Case Project 2 
Limit access to the VTY lines to a single management workstation at IP address 173.13.6.1  /24 
using the following commands: 
 
Access-list 1 permit 173.13.6.1 
Line vty 0 4 
Access-class 1 in 
 
Limit access to the 173.13.6.0 subnet only using the following commands: 
 
Access-list 2 permit 173.13.6.0  0.0.0.255 
Line vty 0 4 
Access-class 2 in 
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